NMaMATKa NOo NOBbIWEeHU0 UHPOPMaLMOHHOMN 6e30NacHOCTM!.

1.

[Tokaxkute 3Ty NamsTKy BalleMy CUCTEMHOMY aAMUHNUCTPATopPYy.

CepBep

Ons noBblweHns 6e3onacHocTn nNpu pabote ¢ RDP (yaanéHHbin pabounn cton), Heobxoammo

cobntoaatb cnepywuine Tpe6OBaHMF| 6e3onacHocTun:

2

OTKJTIOUYUTb CTAaHAAPTHYIO YYETHYIO 3anncb «AgMmnHucTpatop». Co3aaTb HOBYIO YYETHYIO 3annchb
C NONIHLIMU NpaBaMun C IOTMHOM OTJINYHbLIM OT «AAMUHUCTPATOP>;

HacTpouTb TpeboBaHMSA MNOAUTMKKM 6e30nacHOCTM naponen AnAsa YYETHbIX 3anucen, 4Tobbl
NCKJTIOYNTb UCMOJSIb30BaHMe NPOCTbIX Naponen;

pa3 B 3 Mecsila MeHATb Naponu;

MCMosb30BaTb He CTaHAAPTHbIM NOPT AN nogkntoveHmns no RDP. PekoMeHayeTcsa HacTpanBaTb
OrpaHuMyeHns Ana BCeX afpecoB KpoMme paspeweHHbIX. Crncok paspeleHHbIX anpecosB
Heob6xoaMMO onpeaennTb CaMOCTOSATENbHO;

ncrnonb3oBaTb cpeactea 6noknposkn IP agpecos, ¢ KOTOpbIX MAeT noabop naponen.

Wi-Fi PoyTtep

Onsa 6ecnpoBoAHOM CETM peKOMeHAYEeTCa UCMosb30BaTh cTaHaapT 6e3onacHoct WPA2 nnn

WPA3. Vcnonb3oBaTtb anpBonn cpeacrsamum poytepa. lMaposb 1 NOrMH y4€THOM 3anucu poyTtepa
HeNb35 OCTaBMATb CTaHAAPTHbIM. Maponb gonxkeH 6biTb 6onee 20 cuMBonoB. PekoMeHayeTcs
NCNonb30BaTb GunbTpauuo yctponcts no MAC-agpecaM yCTpPOUCTB.

3.

5.

NMonb3oBaTesiIbCKUN KOMNbIOTEP

O6s3aTeNnbHO UCMONb30BaTb @aHTUBUPYCHYIO NporpamMmmy.

AHTMBMPYCHas nMporpamMMma AO0/HKHaA perynspHo obHoBnaTbcsa. OTKAYaTb NporpaMMy Henb3s,
€Cnn oHa MewaeT paboTe KakMX-TO CEPBUCOB, HYXXHO HacTpamBaTb UCK/TIOYEHMUS.
YcTtaHaBnmeaTb 06HoBNeHUA 6e3onacHoctn Windows no mepe nx nosBieHunin.

Bo3aepxaTbCs OT UCMNosib3oBaHMA HernposepeHHbIX VPN-cepBucos.

3anpetntb 6GEeCKOHTPOJIbHbLIN AO0CTYN K KOMMNbKTEpaAM C MNOMOWbK MNporpamMm yaanéHHoro
poctyna (Anydesk v npoune). lNogknwyatb K KOMMNbOTEPY YAANEHHOrNO MOMOLLUHMKA TONbKO
yepes paspelleHne nonb3oBaTens Bnajgenbua YCTPOUCTBA U B €ro NpUCyTCTBUM.

1C

B MHdopMaunoHHbIX 6a3ax 1C A0/KHbI CTOATb C/IOXKHbIE Naponu, ocobeHHOo, ecnn A0CTyn B
6a3bl ecTb Uepes UHTEpHeT.

Mpu wncnonb3osaHun Beb-cepsepos IIS, Apache ana nybnukaumm wmHdopMaumoHHbIX 6a3,
HeobxoaMMo Mcnonb3oBaThb https-npoTokon, ¢ oTkNoYeHneM goctyna - http.

PekomeHAayeTCs HAaCTpOUTb pe3epBHOE KOMNMpOBaHME BCeX MHGOPMaUMOHHbIX 6a3, ecnun ecTb
HECKOJ/IbKO ANCKOB, TO KOMUU XPaHUTb Ha APYrOM AUCKE UNN XpaHUAuMwe. DTO MOBbICUT LUAHCHI
BOCCTaHoBNeHMs 6a3bl AaHHbIX, B C/ly4ae BbiXo4a U3 CTpOS OAHOMO M3 AUCKOB.

Mpy NCNONb30BaHUN KITMEHT-CEPBEPHOro pexuma paboTbl, HY)KHO Cco34aBaTb agMUHUCTpATOpa
knactepa 1C u ycTtaHaBnmBaTb C/IOXHbLIA Naponb. HeobxoanMMO WCNONb30BaTb Maponu,
COOTBETCTBYIOLWMNE COBpeMeHHbIM TpeboBaHuaM 6e3onacHoctn. B 2023 roay MWHMManbHas
AnnHa naponsa 14 cMMBOIOB, C Mcnonb3oBaHneM undp n 6yks B pa3HoMm peructpe. B CYB[
TaKXXe HYXHO MUCMOJSIb30BaTb C/IOXHbIE Naposin.

VPN

PekomeHayeTcsa ncnonb3osatb VPN cepBuc ans noBbIWEHMS 3allMTbl Ballen CETU U AaHHbIX.

MoxxHO ncnonb3oBaTtb VPN Ha poyTepe, ecnm yCTPOMCTBO noaaepXMBaeT TaKyto BO3MOXHOCTb,
MHA4e HY>XXHO MoJ1b30BaTbCS TOJSIbKO NpoBepeHHbIMK nocTaswmkamm VPN.

6.

MouTa
OnacatbCcA (PULLIMHIOBbIX MUCEM.



@OULWINHI — 3TO MOLLEHHUYECTBO C UCMNOJSIb30BAHMEM MoaaeNbHbIX BEO-CANTOB U (DUKTUBHbIX
coobLeHnn no aNeKTPOHHOM nNo4Te, YTobbl 06MAaHOM 3aCTaBUTb BAC COOOLWMTbL CBOM NINYHbIE
AaHHble. YTo6bl n3bexaTb PULINHIa, He OTKpbIBalTE NMOA03PUTENbHbIE CCbITIKU WU BIIOXEHUS B
3N1EKTPOHHbIX NUCbMax, AaXXe eCc/in OHU NPUXOAAT OT 3HAKOMbIX BaM /0AeN.
¢ Wcnonb3oBatb HageXXHble, YHUKaJIbHbI€ Naponun.

CoTpyaHMKaM Heo6XoaMMO UCNONb30BaTb HAAEXHbIE Maposin, KOTOPbIE OT/INYALOTCS A/ BCEX
MX YYETHbIX 3anucein. Balla KOMNaHUA TaKXe MOXET NOMOoYb, Tpebys CNOXHblie Naponm n
obecneunBas cobnogeHne npaBmn UCTEYEHUS CPOKa AENCTBUS Naponen.

e He Ha>xmMaTb Ha NOAO3pUTENIbHbIE BJIOXKEHUS WJIN CCbIJIKM B 3JIEKTPOHHOM nouTe.

Henb3s coTpyAHMKaM nepexoanTb MO CCbISIKAM U OTKPbIBATb B/IOXKEHMS B MUCbMaxX, KOTOPbIX
OHWM He 0XXMAAT, AaXe eCliM OHU BbIMNSAAT TakK, 6yATO NosyYeHbl U3 HaAEXHOro UCTOYHUKA.
Ecnu ecTb COMHEHUS B NOASIMHHOCTM NUCbMa, HEO6XOAMMO NepenpoBeEPUTb €ro y oTnpaBuTens,
npexae 4Yem npeanpuHUMaTh Kakme-nnbo aAencrTeus.

O6uwana pekoMmeHaaumA

CywecTtByeT Takoe MOHATME Kak cTpaterns HyneBoro poBepusi. D70 cCTparterus
MHpopMaUnOHHOM 6e30nmacHoCTM, Npeanonaralllas OTCyTCTBMe aoBepusi kK obbektam IT-
MHPaCTPYKTYPbl OpraHm3aumm — yCTponcTeam, NnporpamMmam..., B T.4. NOSIb30BaTENSM.

CrpaTterns Hynesoro gosepus akTyasibHa ceryac Kak HMKorga, noToMy 4To Hawm umdposbie
cpeabl ctanu 6onee AMHAMUYHBIMKU, U3MEHUUBBIMU N CITOXHbBIMW.
MpepoTBpalwleHne yTe4YKM AaHHbIX MNpeaycmaTpusaeT cobniogeHuve npasun ayTeHTUdUKaUUK,
aBTOpM3aLMM N NMPOBEPKN ANS BCEro CeTeBOro Tpadumk. OTo 0COBEHHO BaXXHO, KOoraa COTPYAHUKM
paboTatoT yaanéHHo.
OavH wun3 cnoco6oB noOBbICUTbL 6e3o0macHOCTb - Murpaums pabotbl B «o6s1ako>.

NMpenmyuwecTtea paboTbl B obnake:

e OTCyTCTBME pacxoAoB Ha NapK AOPOron KOMMNbOTEPHON TEXHUKN

e 3apaum No ycTaHoBKe, HACTpolike n 06HOBNeHuto nporpamMMHoro obecneyverus (IMO)
NepeHOCATCS Ha TPETbIo CTOPOHY

e« Ha 3anyck Tpebyercss MMHUMYM BpeMeHM

o [MMoBbiwweHune 6e3onacHocTn paboTbl B IT-MH(PPACTPYKTYpE, YTO NOATBEPXKAEHO
ceptTudukatamm no MHGopMaumMoHHON 6e30MacHOCTH

e Bbicokass rM6KOCTb CMCTEMbLI, B TOM YMUC/e U B 3aadax MacwtabuposaHums

o« Moanepi>xka cepBUCOB MMEET Masioe BpeMS OTKSIMKA

Ecnun nepexon B obnako Bac 3anHTEpECOBas, TO OTNpaBbTE HaM 3anpocC N Mbl MOMOXEM

NMOCTPOUTb HaAEXHOE obnayHoe peEweEHnE.

UHTepecyrocb 3allUTOoN
OaHHbIX B O6nake
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